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I.
GENERAL INFORMATION

Name of Applicant:
     
Mailing Address:
     `
II.
INFORMATION SECURITY

A.
Administrative Security

1.
a.
Has the Applicant dedicated at least one staff member to manage information security as a Chief Information Security Officer or equivalent?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
b.
Has the Applicant dedicated at least one staff member to manage privacy related issues as Chief Privacy Officer or equivalent?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
c.
How many employees has the Applicant dedicated to these two offices:
     _________
2.
a.
Does the Applicant maintain a comprehensive information-security program that is reasonably designed to protect the security, confidentiality and integrity of personal information?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
Please select which categories the plan addresses: 

 FORMCHECKBOX 
 Administrative Safeguards
 FORMCHECKBOX 
 Technical Safeguards
 FORMCHECKBOX 
 Physical Safeguards

 FORMCHECKBOX 
 Incident Response Plans
 FORMCHECKBOX 
 Breach Notice Process

c.
Has a qualified, objective, independent third party security firm conducted an assessment of this program?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

d.
If “Yes”, please indicate the name of the firm and the date of the assessment:
     ________
3.
a.
Has the Applicant adopted and implemented the security standard, ISO 17799, or the successor standard, ISO 27001, as published by the International Organization for Standardization?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
Has the Applicant achieved certification for these standards?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

4.
Does the Applicant have a written security policy that must be followed by all employees, independent contractors, third party vendors, or any other person with access to their network?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

5.
Has the Applicant established employee awareness and/or security training programs?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

6.
a.
Does the Applicant display a privacy policy on its website?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If this policy has been reviewed and/or certified, please indicate by whom:


 FORMCHECKBOX 
 Qualified Attorney
 FORMCHECKBOX 
 3rd Party (TRUSTe, eTrust)
 FORMCHECKBOX 
 Neither
7.
Please indicate which type of third party sensitive information resides on the Applicant’s network (select all that apply):
 FORMCHECKBOX 
 Social Security Numbers
 FORMCHECKBOX 
 Race, ethnicity, national origin
 FORMCHECKBOX 
 Passwords, including PINs
 FORMCHECKBOX 
 Medical Information
 FORMCHECKBOX 
 Credit Card numbers
 FORMCHECKBOX 
 Salary and compensation

 FORMCHECKBOX 
 National ID Numbers
 FORMCHECKBOX 
 Data concerning sexual orientation
 FORMCHECKBOX 
 Criminal arrests and convictions

 FORMCHECKBOX 
 Administrative sanctions
 FORMCHECKBOX 
 Account numbers
 FORMCHECKBOX 
 Disability status

 FORMCHECKBOX 
 Driver’s license numbers
 FORMCHECKBOX 
 Financial data (i.e. credit rating)
 FORMCHECKBOX 
 Judgments in civil cases

8.
Describe the Applicant’s network platforms and outsourced IT or data management activities: 


	Function:
	Platform / Vendor
	Function
	Platform / Vendor

	Desktop & Mobile
	     ________________
	Hosting / Co-location
	     ________________

	Back office
	     ________________
	Back-up / Data Recovery
	     ________________

	Database
	     ________________
	Financial Service/Payments
	     ________________

	Webserver
	     ________________
	Security Log Analysis
	     ________________

	Router
	     ________________
	Network Monitoring / Mgmt
	     ________________

	ISP
	     ________________
	Intrusion Detection Monitoring
	     ________________


9.
a.
Has the Applicant established procedures for outsourced IT or data management activities?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
Please check all items that accurately describe these procedures:


 FORMCHECKBOX 
 Vendor due diligence
 FORMCHECKBOX 
 Vendor is SAS70 compliant

 FORMCHECKBOX 
 Site audit of vendor’s data center
 FORMCHECKBOX 
 Periodic audits of outsourced vendor
B.
Technical Security

1.
a.
Does the Applicant control access to information that resides on data storage devices such as servers, desktops, PCs, laptops, and PDAs?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes”, please check all items that accurately describe these controls:


 FORMCHECKBOX 
 Use of unique ID or username for all system users

 FORMCHECKBOX 
 Access privileges assigned on a need to know basis


 FORMCHECKBOX 
 Use of authentication mechanisms, such as passwords, tokens and/or biometrics 

2.
a.
Has the Applicant established a password usage policy?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes”, please check all items that accurately describe this policy:


 FORMCHECKBOX 
 Passwords must be in six digit alpha-numeric format


 FORMCHECKBOX 
 Password expiration is forced


 FORMCHECKBOX 
 Prohibit passwords based on account number, username, real name, Social Security number or publicly available personal details (birthdays, names of children or pets, etc).

3.
a.
Does the Applicant control access to information that can be displayed, printed, and/or downloaded to external storage devices?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes”, please check all items that accurately describe these controls:


 FORMCHECKBOX 
 Restrict downloads of sensitive information without proper identification


 FORMCHECKBOX 
 Screen savers are used to mitigate the display of sensitive data to unauthorized users


 FORMCHECKBOX 
 Shutdown controls are in-force when devices are idle of inactive


 FORMCHECKBOX 
 Personally identifiable information is encrypted


 FORMCHECKBOX 
 Periodic disk clean-up to help eliminate temporary files


4.
Does the Applicant monitor user accounts to identify and eliminate inactive users?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
5.
a.
Does the Applicant ensure sufficient safeguards are in place over the transmission and storage of date?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes”, please check all items that accurately describe these safeguards:


 FORMCHECKBOX 
 Encryption is used when transmitting or receiving sensitive information over the internet


 FORMCHECKBOX 
 Wireless encryption protocol is used when transmitting or receiving sensitive information from mobile devices


 FORMCHECKBOX 
 Encryption is used for storing sensitive information on servers, desktops, and laptops
6.
Does the Applicant configure all servers, desktops PCs, and laptops prior to use?


 FORMCHECKBOX 
 Always
 FORMCHECKBOX 
 Sometimes
 FORMCHECKBOX 
 Never

7.
a.
Does the Applicant have a virus protection program in place?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes”, please identify the software used:
     ________
c.
check all items that accurately describe this program:


 FORMCHECKBOX 
 Anti-virus/malicious code software is deployed on all computing devices within the Applicant’s network


 FORMCHECKBOX 
 Automatic updates occur, at least, daily


 FORMCHECKBOX 
 Anti-virus scans are performed on all e-mail attachments, files and downloads before opening the file, and reject or quarantine files that could contain harmful executables

 FORMCHECKBOX 
 Unneeded services and ports are disabled,


 FORMCHECKBOX 
 Virus and information security threat notifications are automatically received from CERT or similar providers who are not also security product or service vendors


8.
a.
Does the Applicant have a firewall n place?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
Does the Applicant outsource firewall maintenance?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

c.
If “Yes”, please indicate to whom maintenance is outsourced:
     ________
d.
check all items that accurately describe the firewall:


 FORMCHECKBOX 
 A formal process has been established for approving and testing all external network connections


 FORMCHECKBOX 
 A firewall has been established at each Internet connection


 FORMCHECKBOX 
 A firewall has been established between any DMZ and Intranet connection

9.
Does the Applicant install and configure anti-spyware software to provide maximum protection of personally identifiable/sensitive information on all servers, desktops PCs, and laptops?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

10.
Does the Applicant implement security software updates and patches in a timely manner?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

11.
Does the Applicant implement, maintain and monitor an intrusion detection system?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

C.
Physical Controls
1.
Has the Applicant established physical security controls to control access to the Applicants data?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

2.
Does the Applicant limit server, server room and data center access only to authorized personnel? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
3.
Has the Applicant established a procedure for employee departures that include an inventoried recovery of all information assets, user accounts, and systems previously assigned to each individual during their period of employment?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

D.
Incident Response Plan
1.
a.
Has the Applicant established an internal response team with the expertise, authority and designated resources to act immediately in case of a security incident?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes” identify the departments that are a part of this team:

 FORMCHECKBOX 
 Information Technology
 FORMCHECKBOX 
 Legal
 FORMCHECKBOX 
 Human Resources
 FORMCHECKBOX 
 Security
 FORMCHECKBOX 
 Marketing / Sales
 FORMCHECKBOX 
 Media Relations
 FORMCHECKBOX 
 Privacy
 FORMCHECKBOX 
 Customer Relations

2.
Please identify the responsibilities assigned to the internal response team:


 FORMCHECKBOX 
 Investigation of the cause and the parameters of the incident


 FORMCHECKBOX 
 Controlling the incident the security incident from further data being exposed


 FORMCHECKBOX 
 Data recovery


 FORMCHECKBOX 
 Decisions about external communications to law enforcement and impacted individuals (customers or employees) and/or the media for initial briefing and subsequent debriefing


3.
a.
Does the Applicant have a formal written breach response plan?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
If “Yes” does it include:
 FORMCHECKBOX 
 A process for reporting and escalating incidents for security breaches.

 FORMCHECKBOX 
 A process for reporting and escalating incidents for lost or stolen servers, desktops, laptops, PDAs.


 FORMCHECKBOX 
 A requirement for all third party vendors to notify you immediately upon detection of a breach involving data you have provide or have made accessible to them.


 FORMCHECKBOX 
 If you are a vendor, the notification involving a breach of data that has been provided or made available to you.

E.
Breach Process Notice
1.
a.
Has the Applicant established an internal security breach incident response team?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

b.
Has the Applicant established a formal, written security breach response plan?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

c.
Does the plan contain a process for assessing whether a breach notice is legally mandated or otherwise appropriate?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

d.
Does the plan contain a process regarding the proper means to communicate the breach
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

2.
In the event of a security breach involving customer (consumer) or employee information, please identify all items that are included in your notification:

 FORMCHECKBOX 
 Date of breach


 FORMCHECKBOX 
 The information that was accessed and other important details regarding the breach


 FORMCHECKBOX 
 Remedial actions taken 

 FORMCHECKBOX 
 Toll Free number to learn more information, provide customer support


 FORMCHECKBOX 
 Free Credit Monitoring services for a period of time (in the event of consumer or employee data)
F.
Loss History
1.
Has the Applicant received any complaints, claims or been subject to litigation involving matters of privacy injury, identity theft, denial of service attacks, computer virus infections, theft of information, damage to third party networks or the Applicant’s customers ability to rely on the Applicant’s network?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

2.
Has the Applicant filed any claims under any predecessor policy for coverage similar to the coverage for which it is applying? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

3.
If  response is “Yes”, to either of the above questions provide specific details:

     ______________________________________________________________________________

___________________________________________________________________________________

___________________________________________________________________________________

___________________________________________________________________________________

___________________________________________________________________________________

FRAUD NOTICE –  Where Applicable Under The Law of Your State

Any person who knowingly and with intent to defraud any insurance company or other person files an application for insurance or statement of claim containing any materially false or incomplete information, or conceals for the purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime and may be subject to  civil fines and criminal penalties (for New York residents only:  and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the claim for each such violation.)  (For Pennsylvania Residents only:  Any person who knowingly and with intent to injure or defraud any insurer files an application or claim containing any false, incomplete or misleading information shall, upon conviction, be subject to imprisonment for up to seven yearand payment of a fine of up to $15,000.) (For Tennessee Residents only:  Penalties include imprisonment, fines and denial of insurance benefits.)
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