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	NETWORK SECURITY & PRIVACY

SUPPLEMENTAL APPLICATION

(Epack Version)



I.
GENERAL INFORMATION

Name of Applicant:
     
Mailing Address:
     
II.
NETWORK SECURITY

1.
Do you enforce a security policy that must be followed by all employees, contractors, or any other person with access to your network?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No 
2.
Does your virus and malicious code control program address the following: anti-virus on all systems, filtering of all content for malicious code, controls on shared drives & folders, CERT or similar vendor neutral threat notification services, removal of spy ware & similar parasitic code?

 (Check no if you have none or only some of these controls)
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
3.
Do you enforce a software update process that includes at least weekly monitoring of vendors or automatically receiving notices from them for availability of security patches, upgrades, testing, and installing critical security patches as soon as possible but not later than 30 days?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
4.
Are your firewalls, information systems and security mechanisms securely configured?

(Check no if your systems are configured using factory default settings)
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
5.
Do you test your security at least yearly to ensure effectiveness of your technical controls as well as your procedures for responding to security incidents (e.g., hacking, viruses, and denial of service attacks)?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
6.
For your critical network operations upon which you or your customers depend, can you recover from data loss or corruption or a failure of your network with in 24 hours?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
7.
Is all remote access to your network authenticated, encrypted and from systems that are at least secure as your own?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


If you do not allow remote access, check here  FORMCHECKBOX 

8.
Do you manage access privileges, restrict these on a “need to know basis” and revoke privileges in a timely manner when no longer warranted, but not later than 24 hours after any change in access privileges?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
9.
If you need to circumvent or disable your security controls (e.g. for emergencies or necessary testing controls) do you always require more than one person’s approval and then re-enable all such disabled controls as soon as circumvention is no longer necessary?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


If you never circumvent controls, check here  FORMCHECKBOX 

10.
Do you 1.) require all third parties to whom you entrust sensitive or Non-public Personal Information to contractually agree to protect such information using safeguards at least equivalent to your own and 2.) audit their compliance with foregoing?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


If you never disclose Non-public Personal Information to 3rd parties, check here  FORMCHECKBOX 

11.
Do you implement processes that allow you to track, time and record the person/entities that have access to or custody of Non-public Personal Information (e.g. “chain of custody”)?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


If you do not have custody of Non-public Personal Information, check here  FORMCHECKBOX 

12.
Do you retain Non-public Personal Information and others’ sensitive information only for as long as needed and when no longer needed irreversibly erase or destroy same using a technique that leaves no residual information?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


If you do not have custody of Non-public Personal Information, check here  FORMCHECKBOX 

13.
Do you employ physical security controls to prevent unauthorized access to computer, networks and data?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
14.
Do you control and track all changes to your network to ensure that it remains secure?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
II.
Breach Process Notice
1.
In the event of a security breach involving customer (consumer) or employee information, please identify all items that are included in your notification:

 FORMCHECKBOX 
 Date of breach


 FORMCHECKBOX 
 The information that was accessed and other important details regarding the breach


 FORMCHECKBOX 
 Remedial actions taken 

 FORMCHECKBOX 
 Toll Free number to learn more information, provide customer support


III.
Loss History
1.
Has the Applicant received any complaints, claims or been subject to litigation involving matters of privacy injury, identity theft, denial of service attacks, computer virus infections, theft of information, damage to third party networks or the Applicant’s customers ability to rely on the Applicant’s network?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

2.
Has the Applicant filed any claims under any predecessor policy for coverage similar to the coverage for which it is applying? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


If “Yes”, to either of the above questions, please provide specific details:

     
FRAUD NOTICE – Were Applicable Under The Law of Your State

Any person who knowingly and with intent to defraud any insurance company or other person files an application for insurance or statement of claim containing any materially false or incomplete information, or conceals for the purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime and may be subject to  civil fines and criminal penalties (for New York residents only:  and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the claim for each such violation.)  (For Pennsylvania Residents only:  Any person who knowingly and with intent to injure or defraud any insurer files an application or claim containing any false, incomplete or misleading information shall, upon conviction, be subject to imprisonment for up to seven year and payment of a fine of up to $15,000.) (For Tennessee Residents only:  Penalties include imprisonment, fines and denial of insurance benefits.)

This supplemental must be signed by the Chairman of the Board, Chief Executive Officer or by the President
	Applicant’s Authorized Signature:        


	Applicant’s Title:     


	Date:     
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