
  CyberEdge℠ Cloud Computing, System Failure and Wrongful Collection Supplemental Questionnaire.


This Supplemental Questionnaire is required if the Applicant utilizes a Cloud Provider and/or is applying for one or more of the following coverages: Cloud Failure, System Failure or Wrongful Collection.  As used herein, “Applicant”, “Company” and “Organization” include the Company applying for CyberEdge℠ coverage and its subsidiaries.

Full Name of Applicant:  __________________________________________________________________________

As needed, please attach separate sheets to this application to provide complete answers. 

	CyberEdge℠ Cloud Failure Coverage Questions                                                  .


Is the Applicant requesting Cloud Failure Coverage?


Yes  FORMCHECKBOX 
       No FORMCHECKBOX 

	1a.  What has the Applicant done to assess their organization’s risks associated with the cloud?

1b.  Describe any policies the Applicant has in place that dictate how the cloud may be used or what organizational data may be stored in the cloud:


	2.  
Describe how the Applicant is using cloud based computing?
       Public Cloud?    FORMCHECKBOX 
                Private Cloud?    FORMCHECKBOX 
                Hybrid of Public/Private Cloud    FORMCHECKBOX 

       Outsourced Providers Using: __________________________________________________________________  

       _____________________________________________________________________________________________

       Types of Services Using: ______________________________________________________________________

       _____________________________________________________________________________________________
       Types of data in the Cloud: ___________________________________________________________________

       _____________________________________________________________________________________________



	3.  Describe the due diligence the Applicant has conducted to assess the security of the cloud provider and to confirm that the provider’s practices comply with applicable laws?
      

	4.   Where is the data stored and how is it secured?




	5.  If there is a data breach, which party incurs the cost to notify?  Describe the cooperation and support provided by the cloud provider?


	6.  If the cloud is unavailable, what is the business impact?  How do the Applicant’s business continuity / disaster recovery plan address a cloud outage?


	

	7.  During the past five (5) years, has the Applicant experienced any occurrences, Claims or losses related to a failure of the Applicant’s cloud or has anyone filed suit or made a Claim against the Applicant with regard to invasion or interference with rights of privacy, wrongful disclosure of Confidential Information, or does the Applicant have knowledge of a situation or circumstance which might otherwise result in a Claim against the Applicant with regard to issues related to the Insurance Sought?    FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

       If ‘Yes’, explain:




	CyberEdge℠ System Failure Coverage Questions


	Is the Applicant requesting System Failure coverage?                                           Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	1.  Does the Applicant have a formal information security program?                       Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	2. Does the Applicant have a business continuity / disaster recovery plan?             Yes  FORMCHECKBOX 
       No FORMCHECKBOX 

       If ’Yes’, please provide such business continuity / disaster recovery plan.



	3.  
Please describe actions taken by the Applicant to prevent outages from occurring, including usage of backup power systems, fault tolerant architecture, excess bandwidth for multiple providers, etc.



	4.   How often is the Applicant’s business continuity / disaster recovery plan tested? 

      Quarterly  FORMCHECKBOX 
          Semi-Annually  FORMCHECKBOX 
          Annually FORMCHECKBOX 
          Every other Year   FORMCHECKBOX 
 

	5.   Does the Applicant have a formal change control policy including risk assessment, testing, authorization, change control procedures and roll back procedures for major systems?
Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	6.  Does the Applicant have protocols for the maximum lifecycles of system/network equipment within the organization?   Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	

	7.  During the past five (5) years, has the Applicant experienced any occurrences, Claims or losses related to a the failure of the Applicant’s Computer System or does the Applicant have knowledge of a situation or circumstance which might otherwise result in a Claim against the Applicant with regard to issues related to the Insurance Sought?    FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

       If ‘Yes’, explain:




	CyberEdge℠ Wrongful Collection Coverage Questions


	Is the Applicant requesting Wrongful Collection coverage?                                 Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	1.  What type of information does the Applicant collect and how is it used?



	2.   Does the Applicant use flash cookies or similar internet tracking tools?           Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	3.  
Does the Applicant sell customer information to third parties?                        Yes  FORMCHECKBOX 
       No FORMCHECKBOX 

       If ‘Yes’, is the data de-indentified?         Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	4.  Is the Applicant’s customer information shared with third parties for targeted marketing (i.e. affinity cards, special promotions with business partners (airline/hotel))?                     Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	5.   Does the Applicant collect information outside the United States of America?  Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	6.  Do third parties collect information on the Applicant’s behalf (i.e. reservation service for a restaurant, food order/delivery service)?
       Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	7.   Does the Applicant collect information of children under the age of 13?          Yes  FORMCHECKBOX 
       No FORMCHECKBOX 

      If ‘Yes’, does the Applicant comply with COPPA?         Yes  FORMCHECKBOX 
       No FORMCHECKBOX 
 

	8.  Does the Applicant provide their customers with adequate disclosure of the organization’s privacy policy? Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	9.  Does the Applicant have a policy which responds to a customer’s request for disclosure of their information (i.e.  California Shine the Light Law)?         Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	10. Does the Applicant allow customers to opt-out of receiving marketing messages or having their information tracked?             
      Yes  FORMCHECKBOX 
       No FORMCHECKBOX 


	

	11. During the past five (5) years, has the Applicant experienced any occurrences, Claims or losses related to an Applicant’s collection of data or does the Applicant have knowledge of a situation or circumstance which might otherwise result in a Claim against the Applicant with regard to issues related to the Insurance Sought?  Yes  FORMCHECKBOX 
       No FORMCHECKBOX 

       If ‘Yes’, explain:




THIS SUPPLEMENTAL QUESTIONNAIRE IS INCORPORATED INTO AND MADE PART OF ANY APPLICATION FOR THE SPECIALTY RISK PROTECTOR® SUBMITTED BY THE APPLICANT (THE “SRP APPLICATION”).  ALL REPRESENTATIONS AND WARRANTIES MADE BY APPLICANT IN CONNECTION WITH SUCH SRP APPLICATION ALSO APPLY TO THE INFORMATION PROVIDED IN THIS SUPPLEMENTAL QUESTIONNAIRE.
SHOULD INSURER ISSUE A POLICY, APPLICANT AGREES THAT SUCH POLICY IS ISSUED IN RELIANCE UPON THE TRUTH OF THE STATEMENTS AND REPRESENTATIONS IN THIS SUPPLEMENTAL QUESTIONNAIRE OR INCORPORATED BY REFERENCE HEREIN. ANY MISREPRESENTATION, OMISSION, CONCEALMENT OR INCORRECT STATEMENT OF A MATERIAL FACT, IN THIS SUPPLEMENTAL QUESTIONNAIRE, INCORPORATED BY REFERENCE OR OTHERWISE, SHALL BE GROUNDS FOR THE RESCISSION OF ANY POLICY ISSUED.
THE UNDERSIGNED, HEREBY AGREES, WARRANTS AND REPRESENTS THAT HE OR SHE IS A DULY AUTHORIZED REPRESENTATIVE OF THE COMPANY, AND IS FULLY AUTHORIZED TO ANSWER AND MAKE STATEMENTS AND REPRESENTATIONS BY AND ON BEHALF OF THE COMPANY.

Signed:  _____________________________________________ 

  (Duly authorized representative, by and on behalf of the Applicant)

Date: 
____________________________________

Title: 
___________________________________   

Organization:  ________________________________


(Must be signed by an authorized officer)

 (Organization’s seal)
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