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 AIG netAdvantage®

1.
MODULAR FORMAT
This CRISIS MANAGEMENT Module is a part of an AIG netAdvantage Modular Edition policy comprised of the following components: (i) the Declarations, (ii) a BASE Section, (iii) this Coverage Module, and (iv) if purchased, other optional Coverage Modules.  This Coverage Module affords no coverage except as part of a policy comprised of the components set forth above.  The terms, conditions, exclusions and other limitations set forth in this Coverage Module are solely applicable to coverage afforded by this Coverage Module. 

2.
BASE INSURING CLAUSES

Clause 2. Insuring Agreements, (i) the paragraph preceeding Coverage A, (ii) Coverage A, and (iii) Coverage B of the BASE Section do not apply to and do not grant coverage under this Coverage Module.

3.
CRISIS MANAGEMENT MODULE INSURING CLAUSE
We shall pay on behalf of an organization those crisis management expenses and identity event service expenses in excess of the applicable Retention, less the coinsurance percentage listed in the policy Declarations, incurred in connection with a crisis management event first occurring during the policy period, but solely up to the amount of the crisis management fund.  Our obligation to pay crisis management expenses and identity event service expenses ends upon the exhaustion of the crisis management fund.

4.
BASE DEFINITIONS

With respect to coverage afforded under this Coverage Module only, Definition Paragraph (t) (loss) of the BASE Section is hereby amended as follows:

“Loss” shall also mean crisis management expenses and identity event service expenses.
5.
MODULE DEFINITIONS

CM(a)
“Crisis management event” means one of the following events:

(1)
Failure of security:  An otherwise covered “failure of security” as defined in the Security Liability Module, the Security & Privacy Liability Module, the Business Interruption Module, or the Information Asset Module, but only if any such module has been made part of this policy; or

(2)
Privacy Peril:  An otherwise covered “privacy peril” as defined in the Security & Privacy Module, but only if any such module has been made part of this policy.

(3)
Personal identity event.

Provided, however, crisis management event shall not mean any event involving: 

(i)
any claim which has been reported, or any circumstances of which notice has been given, under any policy of which this policy is a renewal or replacement or which it may succeed in time, whether or not such policy affords coverage for such crisis management event; or

(ii)
the actual, alleged or threatened discharge, dispersal, release or escape of pollutants; or any direction or request to test for, monitor, clean up, remove, contain, treat detoxify or neutralize pollutants.

CM(b)
“Crisis management expenses” means the following amounts incurred within six (6) months of a crisis management event, regardless of whether a claim is ever made against an insured arising from such crisis management event and, in the case where a claim is made, regardless of whether the amount is incurred prior to or subsequent to the making of the claim:

(1) amounts incurred within 180 days of an insured’s discovery of a crisis management event for which an organization is legally liable for the reasonable and necessary fees and expenses incurred by a crisis management firm in the performance of crisis management services for an organization arising from a crisis management event;
(2) amounts incurred, within 180 days of an insured’s discovery of a crisis management event for which an organization is legally liable, for the reasonable and necessary printing, advertising, mailing of materials, expenses for travel by directors, officers, partners, employees or agents of the organization or the crisis management firm, in connection with the crisis management event; and
(3)  amounts incurred by an organization, within 180 days of an insured’s discovery of a crisis management event, for the reasonable and necessary printing, advertising, mailing of materials or other costs to provide notice to consumers of a  failure of security or personal identity event for the purposes of maintaining goodwill or in compliance with any consumer notification requirements imposed by law, including but not limited to, the statute known as California SB 1386 (§1798.82, et. al. of the California Civil Code).  
provided, however, crisis management expenses shall not include compensation, fees, benefits, overhead, charges or expenses of any insured or any employee.

This definition is subject to the limitations set forth in the Definition of loss.
CM(c)
“Crisis management firm” means any public relations firm, crisis management firm or law firm hired or appointed by us, or by you with our prior written consent, to perform crisis management services in connection with a crisis management event.

CM(d)
“Crisis management fund” means the amount set forth as the applicable sublimit of liability for this Coverage Module in Item 4 of the Declarations.

CM(e)
“Crisis management services” means those services performed by a crisis management firm in advising an organization or any of its directors, officers, partners or employees, on minimizing potential harm to the organization arising from the crisis management event, including, without limitation, maintaining and restoring public confidence in the organization. 

CM(f)
“Identity event service expenses” means reasonable fees and expenses incurred by an organization, within one (1) year following your discovery of an otherwise covered personal identity event that first occurred during the policy period, for identity theft education and assistance, credit file monitoring services, or any other service specifically approved by us in writing.  Such services shall be provided to any individual whose personal identification is the subject of a personal identity event and shall be for the primary purpose of mitigating the effects of such personal identity event.
CM(g)
“Personal identification” means any information from which an individual may be uniquely and reliably identified, including without limitation, an individual’s name, address, telephone number, social security number, account relationships, account numbers, account balances, account histories and passwords.
CM (h)
“Personal identity event” means any event involving an organization that has or could reasonably result in the disclosure and fraudulent use of personal identification, that is or was in the care, custody or control of an insured.  
6.
EXCLUSIONS

All BASE Section exclusions and all MODULE exclusions which are applicable to the Security Liability Module, the Security & Privacy Liability Module, the Business Interruption Module, or the Information Asset Module (as applicable) shall apply to this coverage Module. 

7.
LIMIT OF LIABILITY

With respect to the coverage afforded under this Coverage Module, Clause 5. LIMIT OF LIABILITY of the BASE Section is amended as follows: 

Subparagraph 5(a)(1) is deleted in its entirety and replaced with the following:

(1) The aggregate policy limit of liability set forth in the Declarations is the most we will pay as loss under this policy, in the aggregate, for all coverages combined, regardless of the number of persons, occurrences, claims or entities covered by this policy, or claimants or claims brought against any insured, or crisis management events.

Clause 5. is amended to include the following paragraph at the end of that paragraph:

CM(a)
Our total liability for all crisis management expenses and identity event service expenses arising from any and all crisis management events occurring during the policy period, in the aggregate, shall be the crisis management fund, less the coinsurance percentage listed in the policy DECLARATIONS.  This limit shall be our maximum liability under this policy regardless of the number of crisis management events reported during the policy period.  The crisis management fund shall be part of and not in addition to the policy limit of liability.

8.
CRISIS MANAGEMENT COVERAGE PROVISIONS

(a) You shall, excess of the applicable Retention, bear uninsured at your own risk and pay a coinsurance percentage proportion of covered crisis management expenses and identity event service expenses.  The coinsurance percentage shall be the percentage set forth as such in Item 8 of the Declarations.  Our liability hereunder with respect to crisis management expenses and identity event service expenses shall only apply to the remaining percentage of such crisis management expenses and identity event service expenses.  Payments of any coinsurance shall not be subject to and do not reduce any limits of liability under this policy.
(b) A crisis management event shall be reported to us as soon as practicable, but in no event later than thirty (30) days after the named insured first incurs crisis management expenses for which coverage will be requested under this policy.

(c) There shall be no requirement for the named insured to obtain our prior written approval before incurring any crisis management expenses, provided that the crisis management firm selected by the named insured to perform the crisis management services has been approved by us.
(d) Solely with respect to identity event services expenses, before coverage will apply under this policy, the insured shall notify us in writing as soon as practicable but no later than sixty (60) days after first discovery of the personal identity event by an insured.   Notice must include:

1. How, when, and where the personal identity event took place;

2.
The number of individuals and type of personal identification involved in the personal identity event; and 
3.
Upon request by us, the names and addresses of individuals affected by the personal identity event.
<End of Module>
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