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AIG netAdvantage®

 
1. MODULAR FORMAT
This SECURITY & PRIVACY LIABILITY Module is a part of an AIG netAdvantage policy comprised of the following components: (i) the Declarations, (ii) a BASE Section, (iii) this Coverage Module, and (iv) if purchased, other optional Coverage Modules.  This Coverage Module affords no coverage except as part of a policy comprised of the components set forth above.  The terms, conditions, exclusions and other limitations set forth in this Coverage Module are solely applicable to coverage afforded by this Coverage Module.  THIS COVERAGE MODULE IS WRITTEN ON A CLAIMS-MADE AND REPORTED BASIS.

2. MODIFIED DEFENSE OF INSUREDS
Clause 2, Coverage B of the BASE Section, is hereby amended by appending the following paragraph to the end of that Clause:

(6)   Regulatory Actions:  We have the right, but not the duty, to defend any regulatory action.  We shall pay for claim expenses any insured incurs with our prior written consent in the defense of a regulatory action for covered wrongful acts.
3.  BASE DEFINITIONS
Solely with respect to the coverage afforded under this Coverage Module only, the Definition Paragraphs 3(e) (claim), 3(o) (identity theft), 3(aa) (privacy policy) and 3(gg) (suit) of the BASE Section are deleted in their entirety and replaced, respectively, with the following:
(e)
“Claim” means:

(1) a written or oral demand for money, services, non-monetary relief or injunctive relief;  

(2) a suit; or,

(3) a regulatory action.

(o)
“Identity theft” means the misappropriation of private information that has resulted in, or could result in the wrongful or fraudulent use of such information, including without limitation, fraudulently emulating the identity of an individual or corporation.

(aa) “Privacy policy” means the organization’s policies and practices intended to protect the confidentiality of private information, including without limitation, statements in written or electronic form regarding the collection, dissemination or treatment of personally identifiable information.

(gg) “Suit” means a civil proceeding for monetary, non-monetary or injunctive relief that is commenced by service of a complaint or similar pleading; provided, however, suit shall not include a regulatory action.  Suit shall also include a binding arbitration proceeding in which damages are alleged and to which you must submit or do submit with our prior written consent.
4. MODULE DEFINITIONS
2. “Class action claim” means any claim arising out of a wrongful act which resulted in a privacy peril: 

2. brought on behalf of a class or putative class of plaintiffs (whether or not certified as such); 

2. otherwise brought on a representative basis; or 

2. alleging or arising from the same wrongful act or a series of continuous, repeated or related wrongful acts as any claim described in the preceding subparagraphs SL(a)(1) or SL(a)(2).
2. “Confidential corporate information” means any trade secret, data, design, interpretation, forecast, formula, method, practice, process, record, report or other item of information of a non-insured third party, and which is (i) in your care, custody or control;  (ii) not available to the general public, and is:  (iii) provided to you under a mutually agreed to written confidentiality/non-disclosure agreement; or (iv) marked “confidential” or otherwise specifically designated in writing as “confidential” by such third party.
SL(c) 
“Information holder” means a third party that you have provided personally identifiable information to and with whom you have entered into a contract that requires such party to protect such personally identifiable information.
SL(d) 
“Material” means content in any form, including written, printed, video, electronic, digital, or digitized content: 
(1) in broadcasts, including, but not limited to, television, motion picture, cable, satellite television and radio broadcasts;
(2) in publications, including, but not limited to, newspaper, newsletter, magazine, book and other literary, monograph, brochure, directory, screen play, film script, playwright and video publications;
(3) in advertising;  or
(4) displayed on an Internet site.
SL(e)  “Personally identifiable information” means any of the following in your care, custody or control: (1) information from which an individual may be uniquely and reliably identified or contacted, including without limitation, an individual’s name, address, telephone number, social security number, account relationships, account numbers, account balances, account histories and passwords; (2) information concerning an individual that would be considered “nonpublic personal information” within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 Stat. 1338) (as amended) and its implementing regulations; and (3) information concerning an individual that would be considered “protected health information” within Health Insurance Portability and Accountability Act of 1996 (as amended) and its implementing regulations.
SL(f)
“Privacy peril” means any actual or alleged:
(1) unauthorized disclosure by you of private information or failure by you to protect private information from misappropriation, including, without limitation, any unintentional violation of your privacy policy or misappropriation that results in identity theft;
(2) failure by an information holder to protect personally identifiable information from misappropriation, provided that any failure to protect such information shall not include any intentional, dishonest, fraudulent, criminal or malicious act, error or omission if committed by:

(i) 
the information holder;

(ii) 
any elected or appointed officer, or director of the information holder; or,

(iii) 
any employee (other than officers) or independent contractors employed by an information holder if any elected or appointed officer of an information holder possessed, at any time, knowledge of the intentional, dishonest, fraudulent, criminal or malicious act committed by such employee or independent contractor that caused a direct loss to an insured or any other person.
(3) failure by you to disclose or warn of an actual or potential identity theft, but only if such identity theft resulted directly from SL(f)(1) or SL(f)(2) above; or

(4) violation of any federal, state, foreign or local privacy statute alleged in connection with a claim for damages from SL(f)(1), SL(f)(2) or SL(f)(3) above.
SL(g)
“Private information” means:
(1)
personally identifiable information; or
(2)
confidential corporate information.
SL(h) 
“Regulatory action” means a request for information, civil investigative demand or civil proceeding 
commenced by service of a complaint or similar pleading, brought by, or on behalf of, a governmental 
agency that alleges a privacy peril as defined in sub-paragraph SL (f)(4) of the definition of privacy peril, which may reasonably be expected to give rise to a covered suit. 
SL(i)  
“Wrongful act” means any actual or alleged breach of duty, neglect, act, error or omission that results in a failure of security; or a privacy peril. 

5. BASE EXCLUSIONS
Exclusions in Paragraphs 4(i) (regulatory actions), and, 4(o) (contractual liability), of the BASE Section are not applicable to this Coverage Module. 

6. MODULE EXCLUSIONS
Under this Coverage Module, we will not cover any claim, wrongful act or loss alleging, arising out of or resulting, directly or indirectly, from:
SL(a)
any liability or obligation under any contract or agreement, including, without limitation, any contract price, cost guarantee or cost estimate being exceeded; however, this exclusion does not apply to: 

(1)
liability you would have in the absence of such contract or agreement; or

(2) with respect to a privacy peril, any liability or obligation under a confidentiality or non-disclosure agreement;

SL(b)
against you that is brought by or on behalf of:

(1)
the Federal Trade Commission (“FTC”), the Department of Health and Human Services (“HHS”), the Office of Civil Rights (“OCR”), the Federal Communications Commission (“FCC”) or any other federal, state or local government agency, or foreign government agency provided, in accordance with subparagraph 2.B(6) of the policy but notwithstanding subparagraphs 3.s(5) and 3.s(6), this subparagraph SL(b)(1) shall not apply to any claims expenses arising out of a covered regulatory action; or
(2)
the American Society of Composers, Authors and Publishers, the Society of European Stage Authors and Composers, Broadcast Music, Inc., or any other licensing or rights organizations in such entity’s regulatory, quasi-regulatory or official capacity, functions or duties;
SL)
With respect to a privacy peril:

(1)  the collection of private information, including, without limitation (i) 
such collection by means of electronic “cookies”, “spiders”, spybots, spambots, spyware, adware, wire-tapping, malicious code, key-stroke logging, tracking devices, radio frequency identification tags (RFID tags), bugging or video camera; or (ii) the failure to provide adequate notice regarding: (a) the purposes for which the private information is collected and used; (b) contact information for inquiries or complaints; (c) those parties to which the private information could be disclosed to; (d) “opt out” choices of the individual or entity from whom you are collecting the private information; or (e) the means you offer for limiting use or disclosure of the private information; provided, however, that this exclusion shall not apply to any otherwise covered claim for a wrongful act that resulted in a privacy peril. 
(2)
the integrity of private information, including whether the private information is: (i) relevant and reliable for the purpose for which it is collected or to be used; (ii) accurate; (iii) complete; or (iv) current; 
(3)
your provision of, or failure to provide, access to private information to those individuals or entities with an actual or alleged right to such access, including, without limitation, failing to provide an individual or entity the ability to correct, amend or delete private information; 
(4)
your distribution of unsolicited marketing, e-mail or advertising, including without limitation unsolicited electronic messages, chat room postings, bulletin board postings, newsgroup postings, “pop-up” or “pop-under” Internet advertising or fax-blasting, direct mailing or telemarketing;  provided, however, this exclusion shall not apply to any claim for a wrongful act that resulted in a privacy peril; or

(5)
your distribution, creation, exhibition, performance, preparation, printing, production, publication, release, display, research or serialization of any material. 
7. REGULATORY ACTION SUBLIMIT OF LIABILITY

Clause 5, paragraph (a) of the BASE Section, is hereby amended by appending the following subparagraph to the end of that Clause:

(6)
The regulatory action limit of liability set forth in Item 5 of the DECLARATIONS of this Policy is the most we will pay as claim expenses under this policy, in the aggregate, for all regulatory actions combined, regardless of the number of persons, occurrences, regulatory actions or entities covered by this policy, or claimants or regulatory actions brought against any insured. The regulatory action limit of liability is part of and subject to the policy limit of liability and the sublimit of liability for SECURITY & PRIVACY LIABILITY.

8. SPECIAL CLASS ACTION RETENTION

For each class action claim arising out of a wrongful act(s) which resulted in a privacy peril, the insurer shall only be liable for the amount of loss arising from such class action claim that exceeds the applicable Retention amount for such claim.  Accordingly, the Retention amount for each class action claim shall be the greater of one hundred thousand dollars ($100,000) or two hundred percent (200%) of the Retention amount set forth in Item 4. of the Declarations for SECURITY & PRIVACY LIABILITY. 

<End of Module>
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