[image: image1.png]AlIG





AIG netAdvantage®


 


1. MODULAR FORMAT
This BUSINESS INTERRUPTION Module is a part of an AIG netAdvantage policy comprised of the following components: (i) the Declarations, (ii) a BASE Section, (iii) this Coverage Module, and (iv) if purchased, other optional Coverage Modules.  This Coverage Module affords no coverage except as part of a policy comprised of the components set forth above.  The terms, conditions, exclusions and other limitations set forth in this Coverage Module are solely applicable to coverage afforded by this Coverage Module. 

2. BASE INSURING CLAUSES
Clause 2. Insuring Agreements, (i) the paragraph preceeding Coverage A, (ii) Coverage A and (iii) Coverage B, of the BASE Section do not apply to and do not grant coverage under this Coverage Module.

3. BUSINESS INTERRUPTION MODULE INSURING CLAUSE
We shall pay an organization the actual business interruption loss, in excess of the applicable Retention, which such organization sustains during the period of recovery (or the extended interruption period if applicable), resulting directly from a material interruption.  The failure of security causing the material interruption and the business interruption loss must each first occur during the policy period. 
4. BASE DEFINITIONS
With respect to the coverage afforded under this Coverage Module only, the definitions of the BASE Section are hereby deleted and replaced, or amended (as applicable) as follows:

“Loss” is amended by replacing the first sentence entirely and the lead-in language of the second sentence as follows:

“Loss” means the total sum of any business interruption loss.  However, “loss” and ”business interruption loss,” shall not mean, and this policy shall not cover:

5.  MODULE DEFINITIONS
BI (a)
“Business” means an organization’s operations that are dependent upon or make use of your computer system.

BI (b)
“Business interruption loss” means the sum of:  (1) income loss;  (2) extra expense; (3) dependent business interruption loss;  and (4)
extended business interruption loss, but only in the event the amount of extra expense and income loss during the period of recovery together exceed the applicable Retention.  

Provided, however, business interruption loss shall not mean, and there shall be no coverage under this Module for: (1) loss arising out of any liability to third-parties for whatever reason; (2)  legal costs or legal expenses of any type; (3) costs or expenses you incur to update, upgrade, enhance, or replace your computer system to a level beyond that which existed prior to sustaining loss; (4)  loss incurred as a result of unfavorable business conditions; or (5) costs or expenses you incur to identify and remove software program errors or vulnerabilities. 

Business interruption loss shall be calculated based on the actual business interruption loss an organization sustains per hour.  This definition is subject to the limitations set forth in the Definition of loss, as such term is defined in Clause 2. DEFINITIONS, paragraph (s) of the BASE Section and amended in this Coverage Module. 

BI (c)
“Dependent business” means an entity that you do not own, operate or control, but that you depend on to conduct your organization’s business.

BI (d)
“Dependent business interruption loss” means an organization’s income loss incurred as a direct result of a material interruption caused directly by a failure of security of a dependent business, but only if such failure of security would have been covered under this Coverage Module if such dependent business had been the named insured, applying the same terms and conditions herein.

BI (e)
“Extended business interruption loss” means an organization’s income loss during the extended interruption period.

BI (f)
“Extended interruption period” means the period of time that:  

(1) 
begins on the date and time that the period of recovery ends; and

(2) 
ends on the date and time an organization restores, or would have restored if you had exercised due diligence and dispatch, the net profit (or loss) before income taxes that would have been earned by an organization directly through an organization’s business had there not been a material interruption.

Provided, however, any extended interruption period shall end no later than thirty (30) consecutive days after the date and time the period of recovery ends.  

BI (g)
“Extra expense” means the expenses an organization incurs that are both reasonable and necessary during the period of recovery:

(1) 
to reduce its income loss, provided that such expenses: (a)
are over and above the total reasonable and necessary expenses that such organization would have incurred had no material interruption occurred; and (b) do not exceed the amount by which the income loss covered under this policy is thereby reduced; 

(2)
to minimize or avoid the material interruption and continue such organization’s business, which would not have been incurred had no material interruption occurred;  provided, however, that such expenses shall not include forensic expenses; or  

(3)
as forensic expenses, which would not have been incurred had no material interruption occurred. 

Provided, however, that with respect to any material interruption caused by a failure of security of an organization’s dependent business, extra expense shall be limited to those expenses described in above subparagraph (1) of this paragraph. 

BI (h)
“Failure(s) of security” means:

(1)
the actual failure and inability of the security of your computer system to mitigate loss from or prevent a computer attack; or

(2)
with respect to dependent business interruption only, the actual failure and inability of the security of an organization’s dependent business’ computer system to prevent a computer attack.  
“Failure of security” shall also include such actual failure and inability above, resulting from the theft of a password or access code by non-electronic means in direct violation of an organization’s specific written security policies or procedures.  

BI (i)
“Forensic expenses” means those additional expenses an organization incurs to conduct an investigation of your computer system to determine the source or cause of the failure of security that caused the material interruption.  

BI (j)
“Income loss” means the:

(1)
net profit (or loss) before income taxes that is prevented from being earned by an organization through an organization’s business directly because of a material interruption; and

(2)
normal operating expenses incurred by an organization (including payroll), but only to the extent that such operating expenses must necessarily continue during the period of recovery (or extended interruption period, if applicable), and only to the extent that such expenses would have been incurred by such organization had no material interruption occurred.

Income loss shall be calculated on an hourly basis based on your actual net profit (or loss) and actual and normal operating expenses, as described above.  For purposes of this policy, “net profit (or loss)” shall be calculated in accordance with Clause 14 of this Coverage Module.

However, income loss shall be reduced to the extent an organization is able to, or should have been able to with the exercise of due diligence and dispatch, in whole or in part, end, reduce or limit the material interruption of your computer system, or conduct an organization’s business by other means. 
BI (k)
“Material interruption” means the actual and measurable interruption or suspension of your computer system, which is directly caused by a failure of security.   

BI (l)
“Period of recovery” means the time period that:  


(1) begins on the date and time that a material interruption first occurs; and 

(2) ends on the date and time that the material interruption ends, or would have ended if you had exercised due diligence and dispatch.  


Provided, however, the period of recovery shall end no later than thirty (30) consecutive days after the date and time that the material interruption first occurred.   

BI (m)
“Waiting hours period” means the number of hours set forth in Item 4 of the Declarations with respect to this Coverage Module, and shall apply to each period of recovery.
BI (n)
“Waiting hours retention” means the dollar amount of business interruption loss an organization incurs during a waiting hours period.    

6. BASE EXCLUSIONS
The Exclusions set forth in Clause 4 of the BASE Section are not applicable to this Coverage Module, except for the following paragraphs: 4(a) (dishonest acts);  4(d) (pollution exclusion); 4(f) (trade secret); 4(j) (bodily injury/property damage exclusion); 4(l) (first inception); 4(q)(satellite exclusion); 4(s) (physical damage exclusion); and, 4(t) (known shortcomings exclusion) 

7. MODULE EXCLUSIONS
This Coverage Module shall not cover any failure of security or business interruption loss:

7. arising out of or resulting, directly or indirectly, from any circumstance or occurrence that has been reported to an insurer on, or is covered under, any other policy of insurance effective prior to the inception date of this policy; or alleging or arising out of the same failure of security or series of continuous, repeated or related failures of security or alleging the same or similar facts, alleged or contained in any claim that has been reported, or any failure of security of which notice has been given, under any policy of which this policy is a replacement or succeeds in time;
BI (b)
arising out of or resulting, directly or indirectly, from any seizure, confiscation, nationalization, or destruction of your computer system or information assets by order of any governmental or public authority;  or

BI (c)
arising out of or resulting, directly or indirectly, from any wear and tear or gradual deterioration of your computer system. 

8. LIMIT OF LIABILITY (FOR ALL LOSS – INCLUDING CLAIMS EXPENSES), Solely with respect to the coverage afforded under this Coverage Module, in Clause 5. LIMIT OF LIABILITY (FOR ALL LOSS – INCLUDING CLAIMS EXPENSES) of the BASE Section paragraph (a), subsections (2) and (5) are deleted in their entirety and replaced with the following: 

(2)
Each sublimit of liability set forth in the Declarations as applicable to a specific Coverage Module is the most we shall pay under this policy as loss in respect of such Coverage Module regardless of the number of persons, occurrences, claims, failures of security or entities covered by this policy, claimants or claims brought against any insured, subject to the following:

If two or more Coverage Modules apply to loss and the amount of the sublimits of liability differ, the most we will pay for loss covered by any single Coverage Module is the sublimit of liability applicable to that Coverage Module.  In any event the highest applicable sublimit of liability shall be our maximum limit of liability for all loss from such failure of security.    

With respect to this Coverage Module, our total liability for all loss arising from any and all failures of security first occurring and reported to us during the policy period or any applicable extended reporting period, alleging any failure of security or series of continuous, repeated or related failures of security shall not exceed the applicable sublimit of liability, subject to the following:

(a)
our total liability for covered business interruption loss per hour during the period of recovery (or extended interruption period if applicable) from any and all covered failures of security is ten percent (10%) of the applicable sublimit of liability; 

(b)
our total liability for covered forensic expenses arising from each covered failure of security shall be one hundred thousand dollars ($100,000);  and  

(c)
our total liability for the sum of covered dependent business interruption loss and any extra expense related thereto, arising from any and all covered failures of security, in the aggregate for this Coverage Module, shall be one hundred thousand dollars ($100,000).  

 
Loss or a failure of security arising out of the same failures of security, or a series of continuous, repeated or related failures of security shall be deemed to arise from the first such failure of security.  
(5)
Business interruption loss is part of and subject to the policy limit of liability and the applicable sublimit of liability in this policy.  

9. RETENTION:  Solely with respect to the coverage afforded under this Coverage Module, in Clause 6. RETENTION of the BASE Section, paragraph (a) is deleted in entirety and replaced with the following:

(a)
Retention:  For each failure of security, the insurer shall only be liable for the amount of loss arising from such failure of security that exceeds the Retention amount applicable to this Coverage Module affording coverage for such failure of security. Such Retention amounts must be borne by the insureds and remain uninsured with regard to all loss.  In the event a failure of security triggers more than one Retention amount, then, as to that failure of security, the highest of such Retention amounts shall be deemed the Retention amount applicable to loss arising from such failure of security.  A single Retention amount shall apply to loss arising from all failures of security alleging the same failures of security, or series of continuous, repeated or related failures of security. In our sole and absolute discretion, we may advance all or part of the applicable Retention amount in which case you agree to repay us immediately after we notify you of that payment.

10. RETENTION: Solely with respect to the coverage afforded under this Coverage Module, Clause 6. RETENTION of the BASE Section is hereby amended by appending the following to the end of that paragraph:

(b)
With respect to this Coverage Module, the applicable Retention is the greater of: (1) the dollar retention amount set forth in Item 4 of the Declarations or (2) the waiting hours retention.  An organization is responsible for the Retention whether based on the dollar retention or waiting hours retention amount, and such organization may not insure it. The dollar retention amount applies to each failure of security or series of continuous, repeated or related failures of security.  The waiting period retention applies to each period of recovery. In the event a failure of security or series of continuous, repeated or related failures of security results in more than one period of recovery, a waiting hour retention shall apply to each period of recovery.

Provided, however, in the event a failure of security or series of continuous, repeated or related failures of security results in coverage under this Coverage Module and any Information Asset Coverage Module (if applicable), for purposes of determining the applicable Retention for this Coverage Module, the dollar retention amount set forth in Item 4 of the Declarations shall be reduced by the actual amount you pay as a Retention under such Information Asset Coverage Module (if applicable). 

11.
NOTICE AND AUTHORITY, Solely with respect to the coverage afforded under this Coverage Module, Clause 7. NOTICE AND AUTHORITY, paragraph (a) of the BASE Section, is deleted in its entirety and replaced with the following:

(a)
Business Interruption Module.  You must notify us in writing of your business interruption loss as soon as practicable, but in all events either within the policy period or extended reporting period (if applicable). 

12.
WHAT YOU MUST DO IN THE EVENT OF A LOSS UNDER THIS COVERAGE MODULE

In addition to the applicable items in Clause 7. NOTICE AND AUTHORITY and Clause 8. WHAT YOU MUST DO IN THE EVENT OF A CLAIM of the BASE Section, with respect to loss under this Coverage Module, before coverage will apply, you must:

(1)
complete and sign a written, detailed and sworn proof of loss within ninety (90) days after the discovery of a loss (unless such period has been extended by our written agreement) including a full description of such loss and the circumstances surrounding such loss, including without limitation, the time, place and cause of the loss, a detailed calculation of any business interruption loss, your interest and the interest of all others in the property, the sound value thereof and the amount of loss or damage thereto and all other insurance thereon.  Proof of loss shall also include the underlying documents and materials of whatever media that reasonably relates to or forms a part of the basis of the claim for such loss; 

(2)
upon our request, submit to an examination under oath;

(3) 
immediately record the specifics of any loss or failure of security and the date you first became aware of such loss or failure of security;

(4)
at our request report such loss or failure of security to the FBI, CERT, ISAC or any other central reporting or investigative organization that we may designate; 

(5)
you must provide us with any cooperation and assistance that we may request, including assisting us in:

(a)
any investigation of a failure of security, loss or circumstance making settlements; 

(b) enforcing any legal rights you or we may have against anyone who may be liable to you;

(c) executing any documents that we deem are necessary to secure our rights under this policy;

(d) any inspection or survey conducted by us pursuant to this Coverage Module; and

All adjusted claims shall be due and payable thirty (30) days after the presentation to the address shown above and written acceptance by us of satisfactory proof of loss.  The costs and expenses of establishing or proving your loss for this policy, including without limitation those connected with preparing a proof of loss, shall be your obligation, and are not covered under this policy.

13. COVERAGE MODULE EXTENDED REPORTING PERIOD

If we or the named insured shall cancel this policy or refuse to replace the BASE policy, you shall have up to one (1) year following the effective date of such cancellation or refusal to discover and report to us any covered loss under this Coverage Module (hereinafter referred to as “extended reporting period” for purposes of this Coverage Module).  Clause 9. EXTENDED REPORTING PERIOD, and the definition of “extended reporting period,” as defined in Clause 2. DEFINITIONS, paragraph (l) of the BASE Section, shall not apply to this Coverage Module. 

14. NET PROFIT CALCULATIONS

In determining the amount of net profit (or loss) and charges and expenses covered hereunder for the purpose of ascertaining the amount of income loss (and otherwise) sustained under this Coverage Module, due consideration shall be given to the prior experience of an organization’s business before the beginning of the period of recovery and to the probable business such organization could have performed had no material interruption occurred.  Provided, however, that such net profit (or loss) calculations shall not include, and this policy shall not cover, net income that would likely have been earned as a result of an increase in volume of business due to favorable business conditions caused by the impact of computer attacks on other businesses.  All such net profit (or loss) and charges and expenses shall be calculated on an hourly basis and based on such organization’s actual net profit (or loss) and charges and expenses.

15. EXPERT ASSESSMENT RIGHTS

Under this Coverage Module only, you and we each have the right to demand that the amount of loss be determined by an expert.  If either you or we make a written demand for an expert opinion, each will select a competent independent expert and notify the other of the expert’s identity within twenty (20) days of the receipt of the written demand by the other party.  The two experts will then select a competent, impartial umpire.  The experts will then determine and state separately the amount of each loss. If the experts submit a written report and they agree to use the same amount, the amount agreed upon will be the amount of the loss.  If the experts fail to agree within a reasonable time, they will submit only their differences to the umpire.  Written agreement so itemized and signed by any two of these three will determine the amount of the loss. Each expert will be paid by the party selecting the expert.  Other expenses of the expert and the compensation of the umpire will be paid equally by you and us.  If such experts are used, we will still retain our right to deny coverage.  

<End of Module>
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