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DATASURE FIRST-PARTY COVERAGE
Network Security Questionnaire

1.
Applicant Name:       
2.
Please indicate what types of electronic data records of employees and/or customers the Applicant stores on its 

computer system? (Please check all that apply.)
	 FORMCHECKBOX 

	Monetary transactions

	 FORMCHECKBOX 

	Securities

	 FORMCHECKBOX 

	Medical data

	 FORMCHECKBOX 

	Customer information

	 FORMCHECKBOX 

	Credit card information

	 FORMCHECKBOX 

	Trade secrets

	 FORMCHECKBOX 

	Employee information

	 FORMCHECKBOX 

	Intellectual property assets


3.
In the past five years has the Applicant experienced a security breach to its computer systems?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No


If yes, please explain and identify the steps taken to prevent future security breaches to the Applicant’s computer 

systems.       
4.
Has the Applicant ever had to notify a customer/client of a breach in network security that may have affected 
their information?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If yes, please provide written details.       
5.
Does the Applicant transmit credit card, customer, employee, medical, monetary or financial information through 

wireless routers to banks for approval or to the Applicant’s central computer systems?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No


If yes, does the Applicant utilize Wired Equivalent Privacy (WEP) security protocol?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

Please explain and identify any steps taken to upgrade the Applicant’s Wired Equivalent Privacy (WEP) 
security protocol.       

If the Applicant does not utilize WEP security protocol, does the Applicant utilize Wi-Fi Protected Access 
(WPA) or Wi-Fi Protected Access 2 (WPA2) security protocol?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

Please explain and identify any steps taken to upgrade the Applicant’s Wi-Fi Protected Access (WPA) or 
Wi-Fi Protected Access 2 (WPA2) security protocol.       
6.
Does the Applicant transact business utilizing debit, credit, pre-paid, e-purse, ATM and/or POS cards?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If yes, is the Applicant compliant with the Payment Card Industry Security Standards and the Fair and 
Accurate Credit Transactions Act (FACTA)?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If no, what steps has the Applicant taken, or is undertaking to become compliant with the Payment Card 
Industry Security Standards and the Fair and Accurate Credit Transactions Act (FACTA)?       
7.
Does the Applicant have a person, group or outside information security firm responsible for its information 
security?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, please provide written details concerning the person’s, group’s or outside firm’s experience level and 
responsibilities.       
8.
Does the Applicant or the Applicant’s outside information security firm have procedures in place for notifying 
customers/clients of a breach in network security that may have affected their information?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, please provide written details.       
9.
Does the Applicant or the Applicant’s outside information security firm monitor the Applicant’s network in real 
time to detect possible intrusions or abnormalities in the performance of the Applicant’s system?  

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If yes, please provide written details regarding who is notified and how long it would take for corrective action 
to be taken once a security breach is detected.       
10.
Describe the security measures used to prevent unauthorized access to:

A.
the Applicant’s premises and facilities:       
B.
the Applicant’s computer systems/servers entrusted to others:       
C.
the Applicant’s computer systems/servers entrusted to employees:       
D.
the Applicant’s computer systems/servers located on the Applicant’s premises:       
E.
computer systems/services of others in the Applicant’s care, custody and/or control:       
11.
Describe the security measures used by the Applicant to protect confidentiality and integrity of data.       
12.
Advise technology the Applicant uses for:

A.
Encryption:       

B.
Authentication:       

C.
Anti-virus:       
13.
Does the Applicant perform security audits?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If yes, please advise the following:


A.
who performs the audit?       

B.
how frequently are the audits performed?       

C.
what actions have been taken to correct any unfavorable results?       
14.
A.
Does the Applicant have a formal, documented security policy?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

B.
Does the Applicant document that all employees have read and understand the Applicant’s security 
policy?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
15.
Backup of the Applicant’s computer systems and data:

A.
how often are backups performed?       

B.
are backups stored off site?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
Answer Questions 16.-19. only if Business Interruption or Data Restoration coverage is requested.  
16.
What is the Applicant’s total annual net income, gross receipts, donations or grants generated from or 
dependent upon the Applicant’s computer system?
	Net Income
	     

	Gross Receipts
	     

	Donations
	     

	Grants
	     


17.
What is the Applicant’s average daily net income, gross receipts, donations or grants generated from or 
dependent upon the Applicant’s computer system?

	Net Income
	     

	Gross Receipts
	     

	Donations
	     

	Grants
	     


18.
What are the Applicant’s estimated extra expenses and ordinary payroll, which the Applicant anticipates

keeping employed, if operations are shut down for an extended period of time as a result of a computer 
attack?       
19.
In the last 5 years has the Applicant had any losses involving business interruption, business restoration 
expenses, data restoration expenses, or crisis management expenses due to a computer attack or system 
failure?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If yes, please provide details of each incident.       
REPRESENTATIONS – 

By signing this application, the applicant agrees that:

1.
The statements and answers furnished to the Company in this application and any attachments to it are accurate and complete;

2.
The statements and answers furnished to the Company are representations the applicant makes to the Company on behalf of all 


persons and entities proposed for coverage;

3.
Those representations are a material inducement to the Company to provide a proposal for insurance;

4.
Any policy the Company issues will be issued in reliance upon those representations;

5.
This questionnaire, including any attachments, and all other information and materials submitted by or on behalf of the Applicant to 

the Company in connection with the Company underwriting any policy, will be kept on file by the Company, deemed attached to the 

policy as if physically attached to it and shall become incorporated in and constitute a part of the policy;

6.
The applicant will report to the Company immediately, in writing, any material change to the applicant’s operations, 


conditions or answers provided in this application that occur or are discovered between the date of this application and the 


effective date of any policy, if issued; and

7.
The Company reserves the right, upon receipt of any such notice, to modify or withdraw any proposal for insurance the Company 


has offered.
	WARNING

ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND MAY BE PUNISHABLE BY FINES AND CONFINEMENT IN PRISON.



	     
	     

	Name (please type or print)


	Name (signature of authorized representative)

	     
	     

	Title 


	Date


NOTICE TO ARKANSAS APPLICANTS:

ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.

NOTICE TO COLORADO APPLICANTS:

IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF INSURANCE AND CIVIL DAMAGES.  ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICYHOLDER OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICYHOLDER OR CLAIMANT WITH REGARD TO A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY AGENCIES.

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS:

WARNING:  IT IS A CRIME TO PROVIDE FALSE OR MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF DEFRAUDING THE INSURER OR ANY OTHER PERSON.  PENALTIES INCLUDE IMPRISONMENT AND/OR FINES.  IN ADDITION, AN INSURER MAY DENY INSURANCE BENEFITS IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED BY THE APPLICANT.

NOTICE TO FLORIDA APPLICANTS:
ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE, OR MISLEADING INFORMATION IS GUILTY OF A FELONY OF THE THIRD DEGREE.

NOTICE TO KENTUCKY APPLICANTS:

ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME.

NOTICE TO LOUISIANA APPLICANTS:

ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.

NOTICE TO MAINE APPLICANTS:

IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR A DENIAL OF INSURANCE BENEFITS.
NOTICE TO MARYLAND APPLICANTS:

ANY PERSON WHO KNOWINGLY AND WILLFULLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR WHO KNOWINGLY AND WILLFULLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.
NOTICE TO NEW JERSEY APPLICANTS:

ANY PERSON WHO INCLUDES ANY FALSE OR MISLEADING INFORMATION ON AN APPLICATION FOR AN INSURANCE POLICY IS SUBJECT TO CRIMINAL AND CIVIL PENALTIES.

NOTICE TO NEW MEXICO APPLICANTS:

ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO CIVIL FINES AND CRIMINAL PENALTIES.

NOTICE TO NEW YORK APPLICANTS:
ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND SHALL ALSO BE SUBJECT TO A CIVIL PENALTY NOT TO EXCEED FIVE THOUSAND DOLLARS AND THE STATED VALUE OF THE CLAIM FOR EACH SUCH VIOLATION.

NOTICE TO OHIO APPLICANTS:

ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE IS FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE STATEMENT IS GUILTY OF INSURANCE FRAUD.

NOTICE TO OKLAHOMA APPLICANTS:

WARNING:  ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

NOTICE TO PENNSYLVANIA APPLICANTS:

ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND SUBJECTS SUCH PERSON TO CRIMINAL AND CIVIL PENALTIES.

NOTICE TO TENNESSEE, VIRGINIA AND WASHINGTON APPLICANTS:

IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES INCLUDE IMPRISONMENT, FINES AND DENIAL OF INSURANCE BENEFITS.
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